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MANAGEMENT TOOLS

Spam Virus Content E-Mail EndUser
Filter Filter Filter Compliance' Quaranténe

ASYN©OS MTA PLATTFORM
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IronPorSenderBdddetzwerk

>30% desglobalen EmailvVolumens
>100.000 zuliefernde Netzwerke
>5 Mrd. Anfragentéglich
>110DetailParameter

-

Beobachtung& Beurteilungdes weltweiten Email and WebVerkehrs
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SenderBase Quellen

@ seamCor

:iif'rrqss SPAMHAUS PROJECT

SRR
S| v
U Grosses Netzwerk von Spamtraps Blacklists @ G 3 party Email Akkreditierung
L0GRE

ouifilgti gen Acctsé

BONDED SENDER"
PROGRAM

i SORBS

- Open i OPM
Proxy Data i DSL
4(\- U Top 1000 Unternehmen

REPUTATION SCORE

"'.lllllllllllllll"'
Authentisierter | } » Reputation

unbekannter Sender ermittelt !
Receiving Mail Server

(e.g. IronPort C-Series)

U SpamCop
U ISP abuse data
U BondedSender abuse data

Global
Volume
Data
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Reputation Tracking

SenderBaseNetwork

90+
Parameters

o

o

45+ .
Parameters .

o
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Sophisticated Security Modeling
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Reputation Scores{0 to +10)

ml b _r
gl rq Sender Reputation
"""""""" > Score
jgarg
Web Reputation
"""""""" > Score
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Positive & negative Reputation

A L e T A e e [ncomingMail §172.19.1.11:25) = |5

add Sender Group...

Immport HAT...

SenderBase™ Reputation Score
Order Sender Group ST B 4 -z 0z 4 8 +10 Mail Flow Palicy Delete
1 WHITELIST | o N = = | TRUSTED i}
z BLACKLIST _— BLOCKED T
3 SUSPECTLIET = THROTTLED ﬁ
4 LMK MNOWNLIST _ S CEPTED ﬁ
ALl ACCERPTED
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IronPort Andere
Anti-Spam Anbieter
Was? Eemail Inhalt v v

Welchen Inhalt hat die Email?

Wie? Email Struktur und Aufbau
Wie wurde die Email erzeugt?

v v
Wer? Email Reputation Vv v
(74

Wer ist der Absender der Email?

Wohin? web Reputation
Wohin verweisen die Web Links (URLS)?
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[ronPort Spa@uarantane

° Flexibel einsetzbar

° Onbox oder zentrale Quarantane | ... esmarees = | = =
(M-Serie) e
. where Subject | contains =]
o |ronport Ant‘l'Spam e
° Grol3erFunktionsumfang
° Authentisierungder Usermittels |« =@ B e

LDAP, ADoder IMAP/POP

¢ Automatisches
Speicherplatzmanagement

°  EndUserZugriff
° Benachrichtigungdunktion
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IronPort Email Security Manager

Incoming Mail Policies

Find Policies

Email Address:

® Recipient
Sender

Find Policies

Kategorien:

- Doméne (Sender &
Empfanger)

- Username (Email-Adresse)
- LDAP

U Medien-Dateien
U EXE in Quarantane

Vertrieb

Policies
Add Policy...
Order | Policy Name Anti-Spam Anti-Virus Content Filters \irus Qutbreak Filters | Delete -
1 IT Staff (use default) (use default) QuarantineEXEs (use default) i} o
2 Sales IronPort (use default) DelMsg=WithEXEs | (use default) i} u Spam mark|eren &_ Zuste”en
Paositive: Deliver
Suspected: Deliver u EXE Ioschen
3 Legal (use default) (use default) ArchiveMail Enabled ]
QuarantineEXEs
StripMediaFiles
Default Policy | IronPort Repaired: Deliver QuarantineEXEs | Enabled
Positive: Drop Encrypted: Deliver StripMediaFiles
Suspected: Deliver | Unscannable: Deliver
\irus Positive: Drop -

Rechts-

Key: |

Default || Custom || Disabled |
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U Archivierung aller Emails

0 VOF inaktiv fur .DOC abteilung
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Sophos ARYirus

° Integrierte Sophos®

Antivirus Engine
° HochperformanteScanengine
° SchnelleIDE Updates
° AusgezeichneteErkennungsrate

°  EinfacheAdministration

° Intuitives Benutzerinterface

°  Komplettin Mail Flow Monitor
integriert

°  AutomatischelDE und Engine
Updates

° UnschlagbareTCCQdurchintegrierte
LOsung
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VirusOutbrealEilter SECUR TEC

Infected
Hosts

VIRUS NAME

EARLY
DETECTION
WITH
IRONPORT
THREAT
PREVENTION

TODAY

Exploit
Hits

l -
L]
Patch AV Update | AV Update Most Hosts
Issued Released | Deployed to Patched
Most Hosts
Time

IRONPORT’S EARLY DETECTION ADVANTAGE

Multiple “Bagle” Variants

“MyTob.EC”
“Sober.J”
“Zotob-C”

DETECTED 41:43 hours BEFORE ANY OTHER TECHNOLOGY
DETECTED 15:22 hours BEFORE ANY OTHER TECHNOLOGY
DETECTED 10:23 hours BEFORE ANY OTHER TECHNOLOGY
DETECTED | 2:51 hours BEFORE ANY OTHER TECHNOLOGY
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Funktion ViruSutbrealfilter

R ot

Nachrichten
gescanned &

-

Q\

geldscht
T =5 Min. T =10 Min. T =8 Std.
> zip (exe) files > zip (exe) files > zip (exe) files > Freigabe der
> GréRe: 50 bis 55 KB > Grofe: 50 bis 55KB Nachricht, sobald
> z.B. APr | cSgoatur varfigbar

> Dateinamen
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OutbrealQuarantane

Emails nach Regel Information nach
Typ aufgefiihrt RegelTypkategorisiert
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